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Introduction

• “Cloud computing” : a buzzword in recent 
business magazines and press.

• Public cloud workloads may increase at a 
50% CAGR in the next three years—about 
twice as fast as the market currently 
anticipates (Morgan Stanley Blue Paper 
“cloud computing takes off”, 2011).

• Federal Gov. of USA, NYS, NASDAQ, etc.
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Introduction

• Despite of the promising prospect, there are 
still many concerns which hamper the 
development of cloud computing so far.

• Security is rated as the biggest challenge or 
issue of the 'cloud' computing (IDC, 2009).

• While there is a rich body of knowledge on 
information security and trust in literature 
(Wright et al., 2009), it remains unclear 
whether we need trust or how to establish 
trust between service providers and 
customers in the context of cloud computing.
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Introduction

• To address these research gaps, we 
develop a framework to examine the 
effects of trust on information security of 
cloud computing.
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Literature Review

• Trust
• an expectation that others one chooses to 

trust will not behave opportunistically by 
taking advantage of the situation (Gefen et 
al., 2003). 
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Literature Review

• In e-business context, some authors (e.g., 
Gefen et al., 2003) also posit that given that a 
web site is both an IT and the channel 
through which consumers interact with an e-
vendor, technology-based and trust-based 
antecedents should work together to 
influence the decision to participate in e-
business with a particular e-vendor. 

• The suggestion, in practice, is also suited for 
cloud computing.
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Trust: a multi-dimensional 
construct

• McKnight et al. (2002) define trust by four 
dimensions, namely, disposition to trust, 
institution based trust, trusting belief 
and trusting intention. 
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Web Trust Model
(McKnight et al. 2002) 

• Disposition to trust takes into 
consideration an individual’s tendency to 
have faith or trust others (McKnight et al., 
2002). 

• Institution based trust refers to one's 
sense of security from guarantees, safety 
nets, or other impersonal structures 
inherent in a specific context (Shapiro 
1987; Zucker 1986). 
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Web Trust Model (McKnight et 
al. 2002) 

• Trusting Belief is based on the perception 
of the trustee’s attributes that are 
beneficial to the trustor (McKnight et al., 
1998).

• Trusting intention defines the user’s aim to 
be ready to depend of the trustee to 
provide the services requested. 
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Information Security
• protecting information and information systems from 

unauthorized access, use, disclosure, disruption, modification, 
perusal, inspection, recording or destruction (cited from Title 
44 of the United States Code).
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Fischer (2005)
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Information Security

• The fear of travelling by air has been reported 
to be more common than the fear of travelling 
by car although the latter kills many more 
people than the former. Similarly, the 
perceived effectiveness of security measures 
is sometimes different from the actual 
security provided by those measures. 

subjective (perceived) security objective (real) security
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Basic Components of 
Cloud computing

Vaquero et al. (2009)

Technological advances

A new computing paradigm

Cloud computing is a result of IT huge potential for substantiating other technological advances while 
presenting a superior utilitarian advantage over the currently under-utilized resources deployed at 
data centers.

a large pool of easily usable and accessible virtualized resources (such as hardware, development 
platforms and/or services). These resources can be dynamically re-configured to adjust to a variable 
load (scale), allowing also for an optimum resource utilization . This pool of resources is typically 
exploited by a pay-per-use model in which guarantees are offered by the Infrastructure Provider by 
means of customized Service Level Agreements (SLAs).

cloud computing can be considered a new computing paradigm that allows users to temporary utilize 
computing infrastructure over the network, supplied as a service by the cloud-provider at possibly one 
or more levels of abstraction. In sum, cloud computing is a new way of delivering computing resources, 
not a new technology
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Ontology of Cloud 
Computing

• Youseff et al. (2008) 142012@Roma, Italy



three basic components 
from security

Cloud infrastructure security

Cloud computing systems security governance

Public knowledge and perception of Cloud computing security

Many observers have expressed concerns that corporations and other organizations, including some 
involved in cloud computing have not developed governance mechanisms sufficiently responsive to 
systems security needs. Weaknesses have been cited with respect to several aspects of cloud 
computing systems security governance, including policies, procedures, and personnel management

This kind of component encompasses all hardware, middleware and software. In particular, widely 
used computer programs such as operating systems can be vulnerable to various forms of 
compromise resulting, for example, in information theft or use of the compromised system as a 
weapon of attack. This kind of vulnerability has perhaps received more public attention than any 
other, given that it affects virtually all owners and users of desktop systems

Observers who have expressed concern about the risk of major cyberattacks from criminals or even 
terrorists have in many cases pointed to a lack of public awareness about the risk as a weakness, 
both with respect to lack of knowledge about the steps individuals need to take to defend against 
attacks and the need for public- and private-sector effort.
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Basic Components of 
Cloud computing

• In sum, the first component is concerned 
with technological and physical dimension 
of cloud computing, the second 
component is about managerial dimension, 
and the last one is closely associated with 
customers’ subjective perception on 
security. 

• The majority of extant literature focuses on 
the first two dimensions, yet neglecting the 
last one. 162012@Roma, Italy



Relationship between Trust & 
Info. Sec. in Cloud Computing

• The Critical Role of Trust
• There are numerous recommendations on how to enhance 

cloud computing security from the lens of technology and 
management. For example, an EU agency, ENISA elaborately 
worked out cloud computing security check-list which covers 
all aspects of security requirements including legal issues, 
physical security, policy issues and technical issues (ENISA 
2009). 

• Nevertheless, all these measures are necessary but 
insufficient for people to feel easy in the ‘cloud’. 

• Undoubtedly, perception of security can be improved by 
enhancing objective security. As stated earlier, however, there 
are big gaps between subjective security and objective 
security when it comes to information security. 
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Relationship between Trust & 
Info. Sec. in Cloud Computing

• As a result, all that cloud computing 
services providers need to do is to 
promote their own trustworthy, and thus to 
assure customers’ perception of security. 
Once trust between vendors and 
customers is established, the development 
of cloud computing would be accelerated.
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Building Trust in Cloud 
Computing

• As stated earlier, trust has four dimensions. 
we emphasis the role of institution based 
trust and trusting belief and set up a trust 
based cloud computing security model.

 
Institution based trust: 
 Structural Assurance  
 Situation Normality 

Trusting belief: 
 Competence, 
 Integrity 
 Benevolence 

Perception of security 
on cloud computing 

Initial Trust in cloud 
services providers 

Permanent trust & 
higher security 

Transaction in 
cloud computing 

Better 
Experience 
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Building Trust in Cloud 
Computing

• Trust is not only about one-time 
interactions. It develops gradually as 
people interact with each other. 

• For a disruptive innovation like cloud 
computing, we cannot emphasis the 
importance of initial trust too much. In this 
regard, we follow McKnight et al. (2002) 
and posit that initial trust is dependent on 
two main factors: institution and trust belief. 
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Building Trust in Cloud 
Computing

• Institution based trust is developed through the 
perception of the environment in which trust is 
being built and it is composed of two parts, 
Structural Assurance and Situation Normality 
(McKnight et al., 1998). 

• Situational normality comprises of the 
characteristics of the circumstances that enable 
interactions between parties to be successful. 

• A combination of the factors from these two 
categories lead to development of institution 
based trust. 
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Trusting Belief (Mayer 
et al., 1995)

the belief of the user or trustor in the 
trustee’s ability to do what is required for 
him.

Ability

Integrity

benevolen
ce

the belief of the user that the trustee’s 
commitments in providing services are 
honest, ethical and will be completed. 

the user’s belief that the party providing 
services is not taking advantage of them 
and genuinely wants to provide those 
services.
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Trusting Belief

• In order for vendors to enhance customers’ trust 
and perceived security, they must undertake the 
following tasks: 
– First, vendors should spare no effort to enhance their 

capability to ensure customer to believe in them. 
– Second, vendors should ensure customers to believe 

that they are willing to enhance their performance, 
and realize “double-win”. 

– Third, vendors should ensure or promise customers 
to believe that they would not do harm to customers’ 
benefit even if customers choose to quit.

232012@Roma, Italy



BuildingTrust in Cloud 
Computing

• All these efforts are hypothesized to lead to 
customers’ initial trust on vendors. Furthermore, 
initial trust and perception of security are 
interactive in nature and can be reinforced 
mutually.

• In a situation where cloud computing services 
vendors are able to build the positive interaction, 
customers are more inclined to adopt cloud 
computing services. At this stage, services 
vendors should endeavor to improve their security 
technology and management, and more important 
is to enhance customers’ experiences and 
performances. 
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CONCLUSION
1. The top issue facing cloud computing nowadays is 

information security. The perception is typically intertwined 
with trust between vendors and customers.

2. The present paper analyzes the property of information 
security in the context of cloud computing, and proposes a 
Trust Based Cloud Computing Security Model. 

3. We show that it might be more important for cloud 
computing services providers to close the gap between 
subjective and objective security of customers. 

4. While objective security is related with vendors’ technology 
and management capability, subjective security results from 
their communication with customers and environment. 

5. Some effective methods of doing so within a model of trust 
have been identified in this study, namely, situational 
normality, structural assurances, trust believe. 
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Future Research

• The model is needed to be tested by 
empirical data.

• Some case studies on nuclear information 
should be compared and contrasted under 
different countries’ culture.
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• Thank you for your attention!
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